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Introduction

In an era dominated by digital transformation, the proliferation of cyber threats has 
emerged as one of the most pressing challenges facing organizations worldwide. The 
rapid evolution of technology, coupled with increasing interconnectivity, has ampli-
fied vulnerabilities, making cybersecurity an indispensable facet of organizational re-
silience. This study examines the concept of cybersecurity services and their relation-
ship with organizational risk and control (R&C) frameworks, addressing a significant 
gap in current literature.

Background and Rationale

The landscape of cyber threats has intensified dramatically over the past decade, with 
incidents such as ransomware attacks and data breaches becoming commonplace. 
Ransomware, for instance, involves malicious software that encrypts an organization’s 
data, rendering it inaccessible until a ransom is paid. These attacks not only disrupt 
operations but also inflict substantial financial and reputational damage. According 
to recent statistics, ransomware remains the predominant global cybersecurity threat, 
affecting 72.7% of organizations (Cyberthreat Defense Report 2024: 27). In 2025, 
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45% of surveyed respondents identified ransomware as their top organizational cyber 
risk (Global Cybersecurity Outlook 2025: 12), underscoring its persistence despite ad-
vancements in defensive measures.

The financial repercussions of such incidents are staggering. The IBM Cost of 
a Data Breach Report 2025 reveals that the global average cost of a data breach has de-
clined slightly to $4.44 million, down 9% from $4.88 million in 2024 (Cost of a Data 
Breach Report 2025), marking the first drop in five years. However, this figure varies 
significantly by region and sector; in the United States, recovery costs exceed $10 
million per breach (Kapko, 2025), whilst breaches involving multiple environments 
average $5.05 million globally (Cost of a Data Breach Report 2025). These costs en-
compass not only direct expenses such as forensics and notification, but also indirect 
impacts like lost business and regulatory fines.

Organizations require dedicated cybersecurity services to mitigate these risks ef-
fectively. These services, provided internally by security departments, encompass 
a range of activities from threat monitoring to incident response, ensuring proactive 
defence rather than reactive measures. The necessity stems from the recognition that 
traditional IT security, focused primarily on perimeter defences like firewalls, is insuf-
ficient against modern, polymorphic threats. Instead, a holistic approach is essential, 
integrating people, processes and technology to foster resilience. The relationship be-
tween threats, risks and cybersecurity services is presented in Figure 1.

Figure 1. Rationale for cybersecurity services
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Migration 

Source: created by the author.

Knowledge Gap and Research Objectives

Despite growing recognition of cybersecurity’s importance, significant gaps persist in 
how cybersecurity services are conceptualized and operationalized within organiza-
tions. The current literature exhibits three primary deficiencies:

Firstly, the field is plagued by terminological inconsistencies. Recent scholarship 
highlights persistent divergences between ‘information security’ and variants of ‘cyber 
security’/’cybersecurity’, with semantic, etymological and practical implications that 
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affect research, policy and operational clarity (Henrico, Putter, 2025: 2–8; Jean, 
Myriam, 2025). A systematic review examining 922 articles from 2018 to 2023 re-
ports ‘cybersecurity’ as the dominant form with 30,160 mentions compared to 
14,798 for ‘cyber security’, yet this fragmentation complicates academic indexing and 
machine learning applications (Henrico, Putter, 2025: 15).

Secondly, existing definitions of cybersecurity services predominantly address ex-
ternal threat mitigation or managed service provider offerings, neglecting internal or-
ganizational dynamics. Few studies examine how internal security departments de-
liver value to other business units through structured service offerings (Werlinger 
et al., 2009: 6). This oversight is particularly problematic given that internal cyber-
security functions must balance technical capabilities with managerial integration to 
enable organizational objectives.

Thirdly, whilst risk and control frameworks such as ISO 27001 and NIST CSF 
are well established, the literature lacks explicit mapping between these frameworks 
and cybersecurity service delivery. Studies address either framework implementation 
or service taxonomy, but rarely integrate both perspectives to demonstrate how ser-
vices operationalize framework requirements (Culot et al., 2021: 84–85).

This paper addresses these gaps through three primary objectives:
1.	 To synthesize the extant literature on cybersecurity services, tracing their evolu-

tion and identifying key definitions and frameworks.
2.	 To propose a unified definition of cybersecurity services focused on internal or-

ganizational provisions that safeguard assets through advisory, preventive, detec-
tive and responsive activities.

3.	 To examine relationships between these services and risk/control frameworks, elu-
cidating how they integrate to enhance overall security posture.

Research Questions

Guiding this inquiry are the following research questions:
•	 What constitutes cybersecurity services in an organizational context, particularly 

those offered by internal security departments?
•	 How do these services integrate with risk management frameworks to enhance se-

curity and mitigate threats?
These questions facilitate a structured exploration, enabling the study to address 

gaps in current knowledge regarding intra-organizational service delivery.

Scope and Contribution

The scope of this study is confined to internal cybersecurity services, excluding ex-
ternal vendors or managed security service providers (MSSPs). This focus allows for 
in-depth analysis of how security departments function as internal service hubs, de-
livering value to other organizational units. The investigation is limited to enterprise 
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settings, encompassing large organizations with complex structures and significant 
digital footprints.

The paper makes three principal contributions. Firstly, it synthesizes the frag-
mented literature on cybersecurity services to propose a  unified, service-oriented 
definition grounded in management science theory. Secondly, it develops a four-do-
main service taxonomy that bridges technical and managerial perspectives. Finally, it 
develops a structured mapping between cybersecurity services and established R&C 
frameworks (ISO 27001 Annex A and NIST CSF 2.0), demonstrating how services 
operationalize framework requirements in practice.

Literature Review and Conceptual Development

Review Approach

This study employs a structured literature synthesis to examine how cybersecurity 
services are conceptualized, classified and related to organizational risk manage-
ment. Literature was identified through structured searches in Scopus and Google 
Scholar using combinations of terms relating to cybersecurity services, cybersecurity 
as a service, information security services, cybersecurity capabilities, cybersecurity man-
agement, risk management, security controls, ISO/IEC 27001 and the NIST Cyber-
security Framework. Searches were refined to account for terminology variations 
across the multidisciplinary literature. Relevant academic publications, standards, 
framework documents and authoritative institutional sources were considered 
where they addressed the conceptualization, organizational delivery, governance or 
control of cybersecurity services. The selected literature was thematically analyzed 
according to service definitions, organizational purpose, delivery characteristics, 
risk relationships and framework alignment. Recurring concepts were consolidated 
into the four service domains proposed in this study: governance, core operations, 
engineering and assurance, and cross-cutting and business services. A  subsequent 
conceptual mapping examined their relationship with NIST CSF 2.0 functions and 
the four ISO/IEC 27001:2022 control groups. The final synthesis comprised of 
around 50 sources.

The overall analytical process comprised, therefore, the following steps: struc-
tured search → source selection → thematic extraction → service coding → four-do-
main taxonomy → framework mapping → conceptual propositions → proposed em-
pirical validation.

Evolution of Cybersecurity Services

The field of cybersecurity services has undergone significant evolution, shaped by 
technological advancements, escalating threats and shifting definitional paradigms. 
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Central to this discourse are persistent inconsistencies in terminology, particularly 
between ‘information security’ and variants of ‘cyber security’/’cybersecurity’.

A 2025 conference paper explores the evolution of ‘cyber()security’ through his-
torical and semantic analysis, revealing a pre-2003 preference for ‘cyber security’ as-
sociated with information security and infrastructure protection ( Jean, Myriam, 
2025). Post-2003, amid rising cyberattacks, usage shifted towards the compound 
‘cybersecurity’. The paper distinguishes ‘cybersecurity’ as broader, extending to all 
entities in cyberspace beyond traditional ‘information security’. A further contribu-
tion directly contrasts the terms, defining information security as safeguarding data 
in any form (emphasizing confidentiality, integrity and availability) against cyber-
security’s narrower focus on digital systems, networks and online threats (Raxmon-
berdiyeva, 2025: 234–235).

The evolution of cybersecurity services can be traced through four distinct phases:
1.	 Early IT Security (1960s–1980s): The origins can be trace back to mainframe 

computing, with milestones like the development of MULTICS (1965), which in-
troduced access controls and passwords to protect shared systems (Karger, Schell, 
2002: 119, 121). Early definitions focused on ‘computer security’ as preventing 
unauthorized access. The 1980s saw the rise of personal computers and networks 
leading to the first viruses, with services evolving to include antivirus software and 
firewalls (Bhargava et al., 2022: 39; Valcesia, Rigo, 2019: 3).

2.	 Network-Centric Security (1990s–2000s): The internet’s commercialization 
spurred milestones such as the first DDoS attacks and the establishment of 
CERT. Services expanded to network security, with definitions incorporating 
‘cyber security’ (coined in 1989) to address online threats beyond traditional 
IT (Dawkins, 2025). Post-9/11, cybersecurity became critical infrastructure-fo-
cused, with frameworks like NIST SP 800-53 emerging. Definitions broadened 
to ‘cybersecurity services’ as managed offerings integrating compliance and risk 
management (Liu et al., 2025: 1, 2, 5).

3.	 Holistic Integration (2010s): Cloud computing and IoT proliferation drove 
milestones such as the NIST Cybersecurity Framework (2014). Services evolved 
to include threat hunting and zero-trust models, with definitions emphasizing 
holistic strategies: people (training), processes (incident response) and tech-
nology (AI-driven analytics) to achieve resilience (The NIST Cybersecurity 
Framework 2.0, 2024: 4–6).

4.	 Adaptive Ecosystem Approaches (2020s–Present): The COVID-19 pandemic 
accelerated remote work threats, leading to widespread adoption of AI/ML for 
predictive security and quantum-resistant cryptography (Egbuagha, Ikwunna, 
2025: 2). Modern definitions view cybersecurity services as ecosystem-wide, in-
cluding supply chain security and cyber-physical integration, for adaptive, pro-
active defence.
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Cybersecurity Services Definitions

The literature offers multiple perspectives on cybersecurity services, each empha-
sizing different dimensions:

Socio-technical perspective: Craigen, Diakun-Thibault and Purse (2014: 17) 
define cybersecurity services as the organization and collection of resources, pro-
cesses and structures that coordinate people, technology and policy to reduce harm 
from cyberspace, emphasizing that cybersecurity is inherently multidisciplinary 
and must integrate governance, human factors and technical controls.

Risk-management perspective: A  comprehensive review frames cyber security 
services as capabilities and practices that identify, assess and mitigate vulnerabili-
ties and threats across systems, covering prevention (secure design, access controls), 
detection (monitoring, analytics) and response (forensics, recovery), with explicit 
focus on vulnerability detection methodologies and continuous improvement 
(Bennouk et al., 2024: 853–866).

Service delivery perspective: Academic treatments of Cybersecurity as a Service 
describe cyber security services as managed offerings delivered by third-party pro-
viders that provide continuous monitoring, threat detection, incident response and 
security orchestration on behalf of clients, thereby addressing skills shortages and 
enabling 24/7 resilience (Morris et al., 2024: 141).

Systemic resilience perspective: Comprehensive treatments describe cyber secu-
rity services as activities that manage and mitigate systemic risk across socio-tech-
nical systems, aiming to preserve confidentiality, integrity and availability whilst 
enabling safe use of digital infrastructure (Cornish, 2021: 15–18). Services there-
fore span prevention, detection, response, recovery and continuous improvement to 
maintain operational resilience.

Service Categories in Literature

The literature consistently identifies ranges of services that organizations provide. 
These services are often categorized into governance, preventive, detective, respon-
sive and advisory domains, emphasizing socio-technical integration. Analysis of re-
cent literature reveals common service themes:

Governance services: Papers emphasize risk-based governance, mapping con-
trols to business objectives and regulatory requirements, and integrating risk assess-
ment into decision cycles (Pinninti, 2025: 77–80; Aghazadeh Ardebili et al., 2024: 
11807).

Preventive controls: Research on network segmentation, endpoint detection, 
secure SDLC (Software Development Lifecycle) and cryptographic best practices 
shows that defence-in-depth and secure engineering reduce attack surface and limit 
lateral movement (Mhaskar et al., 2021: 1–30; Masukawa et al., 2025: 136806–
136815).
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Identity and access management: Studies highlight IAM (Identity and Access 
Management) as foundational, with provisioning, SSO (Single Sign On), MFA 
(Multifactor Authentication) and privileged access management reducing credential 
misuse and insider risk (Glöckler et al., 2024: 425–433; Feng et al., 2025).

Detection and monitoring: Literature on SOCs (Security Operations Centre), 
SIEM (Security Information and Event Management) and MDR (Managed De-
tection and Response) stresses continuous telemetry, analytics and human-machine 
workflows (Vielberth et al., 2020: 227756–227775; Chamkar et al., 2024: 777–780).

Vulnerability management: Approaches focus on context-aware prioritization 
and patch orchestration (Ahmedi Mehri et al., 2022: 3580; Alqahtani, Almukaynizi, 
2026: 1–12).

Incident response: Papers document playbook design, containment strategies and 
the role of ML in triage (Salfati, Pease, 2022: 10–15; Binnar et al., 2024: 1–12).

Threat intelligence: Research shows that IZACs (Information Sharing and Anal-
ysis Centres) and structured sharing improve situational awareness, but governance, 
trust and standardization are critical (Dykstra et al., 2023: 1–12; Wagner et al., 2020: 
1–27).

Training and culture: Empirical studies of phishing simulations demonstrate 
measurable behaviour change when programmes are continuous and contextualized 
(Ho et al., 2025: 37–54; Alluqmani et al., 2025: 177–184).

Assurance activities: Penetration testing, red teaming and architecture reviews are 
validated as essential for continuous improvement (Teichmann, Boticiu, 2023: 387–
397; Radanliev, 2025: 1–18).

Gaps in Service Definition Literature

A critical gap exists in the literature addressing services specifically from security de-
partments to internal stakeholders. Few studies focus on intra-organizational dy-
namics where cybersecurity functions deliver value to business units. The ITIL frame-
work defines service as ‘a means of enabling value co-creation by facilitating outcomes 
that customers want to achieve, without the customer having to manage specific 
costs and risks’ (Axelos, 2019: 12). From this perspective, cybersecurity departments 
should provide defined services that produce outcomes for service customers. Even if 
customers are other departments in the same organization.

Existing classifications address strategies, decision support systems or threat taxon-
omies, but few explicitly catalogue services with customer-facing value propositions. 
For instance, Oliveira et al. (2023: 1–18) classify cybersecurity strategies based on 
goals and attack types, whilst François, Arduin and Merad (2023: 8–10) analyze de-
cision support systems for cybersecurity without defining underlying services. These 
approaches address technical classifications rather than service delivery models that 
answer the question: what value does cybersecurity provide to internal customers?
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This gap matters because services must describe what users want to do, include 
desired outcomes, encompass all steps between users and providers, and include 
everything involved in delivering them (Tarling, 2023: 21). Without explicit service 
definitions oriented towards internal value creation, organizations struggle to posi-
tion cybersecurity as an enabling function rather than a cost centre.

Defining Cybersecurity Services

Proposed Definition

Based on synthesis of the ITIL definition of services and cybersecurity literature, this 
paper proposes the following definition:

Cybersecurity services are business-facing, outcome-oriented offerings orches-
trated by the cybersecurity department to safeguard organizational assets in cyber-
space. They enable value protection and co-creation by facilitating secure business 
outcomes that internal teams seek to achieve, whilst managing specialized costs, com-
plexity and risks on their behalf (through systematic risk evaluation, resource deploy-
ment and performance monitoring), allowing teams to pursue their objectives with 
confidence.

This definition advances existing conceptualizations in three ways. Firstly, it ex-
plicitly positions cybersecurity as a  service function rather than merely a  technical 
capability, aligning with service management theory (Vargo, Lusch, 2004: 1–5). 
Secondly, it emphasizes outcome orientation and value co-creation with internal cus-
tomers, addressing the gap in literature that overlooks intra-organizational service dy-
namics. Thirdly, it acknowledges the dual role of cybersecurity in both protecting 
existing value and enabling new value creation, recognizing that security should facil-
itate rather than impede business objectives.

Four-Domain Service Taxonomy

To operationalize this definition, a four-domain service taxonomy is proposed:
Governance Services establish strategic direction and ensure compliance:
•	 Risk assessment and management
•	 Policy and standards management
•	 Compliance and audit support
•	 Third-party and supply chain risk management
•	 Security strategy and advisory
Core Operations Services provide continuous protection and response:
•	 SOC monitoring
•	 Incident response and recovery
•	 Vulnerability management
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•	 Identity and access management
•	 Threat intelligence and threat hunting
•	 Endpoint detection and response operations
Engineering and Assurance Services embed security in systems and validate controls:
•	 Application security (AppSec)
•	 Cloud security and DevSecOps
•	 Network and perimeter security
•	 Cryptography and key management
•	 Adversarial security testing
•	 Secure architecture and design reviews
•	 Security engineering and automation
Cross-cutting and Business Services support organizational capabilities:
•	 Security awareness and training
•	 Data protection and privacy services
•	 Business continuity and resilience
•	 Security advisory and Virtual CISO
•	 Security reporting and metrics

This taxonomy advances literature by categorizing services according to their or-
ganizational function rather than technical implementation, making them more ac-
cessible to business stakeholders. Each service addresses specific customer needs and 
delivers measurable outcomes, transforming cybersecurity from a technical silo into 
an integrated business function.

Service-Oriented Naming Convention

To enhance accessibility and adoption, service-oriented naming conventions are rec-
ommended. Traditional technical labels (e.g. ‘IAM’, ‘EDR’, ‘SIEM’) are meaningful to 
security professionals but opaque to business users. Service-oriented names describe 
the task or outcome rather than the technology (Downe, 2022: 52–55).

For example, ‘Identity and Access Management Services’ becomes ‘Manage user 
access and privileges’, whilst ‘Security Operations Centre Monitoring’ becomes ‘24/7 
threat monitoring and alerting’. This approach offers several advantages:
1.	 Improved discoverability: Plain-language names enable users to locate services by 

intent rather than jargon, reducing search friction.
2.	 Aligned expectations: Task-focused names describe deliverables rather than tech-

nical implementation, reframing conversations from technology to outcomes.
3.	 Reduced ambiguity: Avoiding acronyms prevents divergent interpretations across 

teams, decreasing hand-off errors.
4.	 Appropriate ownership: When service names specify problems addressed, as-

signing accountability becomes clearer.
5.	 Enhanced adoption: Action-oriented names increase uptake and adherence to re-

quired processes.
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A practical challenge arises when cybersecurity teams prefer traditional nomen-
clature. Consequently, catalogue entries should support dual-label searchability (both 
legacy technical identifiers and service-oriented names) on a transitional basis, facil-
itating discoverability for diverse stakeholder groups. A list of “user-friendly” service 
names is presented in Annex 1.

Organizational Value Proposition

Cybersecurity services solve the organization’s problem of operating safely in a hostile 
digital environment. Their core value proposition encompasses:

Enabling safe value creation: Services allow organizations to operate digitally with 
confidence  – launching new products, expanding online, adopting cloud or AI  – 
without security concerns halting progress or exposing the business to unacceptable risk.

Protecting existing value: Services safeguard critical assets (data, intellectual prop-
erty, revenue streams, reputation) from theft, disruption or destruction, preventing fi-
nancial losses, regulatory fines and loss of customer trust.

Transferring cost, complexity and risk: Business units avoid acquiring deep secu-
rity expertise, investing in specialized tools, maintaining 24/7 vigilance or bearing full 
consequences of incidents. The cybersecurity department absorbs these on their be-
half, delivering security as a reliable, shared utility.

Value can be measured across dimensions: financial protection (reduced breach 
costs), operational resilience (faster recovery), compliance and trust (regulatory ad-
herence), strategic enablement (accelerated innovation) and risk reduction (lower 
overall cyber risk exposure). In essence, cybersecurity services transform security from 
a cost centre into a business enabler, delivering peace of mind, resilience and compet-
itive advantage.

Relationship with Risk and Control Frameworks

Risk and Control Framework Overview

A risk and control framework provides a structured approach through which organi-
zations identify key risks, design controls to mitigate them and monitor control effec-
tiveness (Spira, Page, 2003: 23). Two widely recognized frameworks are NIST CSF 
2.0 and ISO 27001.

NIST CSF 2.0 organizes cybersecurity into six continuous functions designed to 
be iterative and integrated (The NIST Cybersecurity Framework 2.0, 2024: 4–6):
•	 Govern: Establish and oversee cybersecurity strategy, risk management, roles and 

compliance.
•	 Identify: Understand assets, risks, vulnerabilities and organizational context.
•	 Protect: Implement safeguards such as access control, secure configuration and 

training.
•	 Detect: Identify anomalies, events and potential cybersecurity incidents.
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•	 Respond: Contain, mitigate and communicate about incidents.
•	 Recover: Restore services and capabilities after incidents whilst incorporating les-

sons learnt.
The framework stresses that these functions are not linear but ongoing and inter-

connected, enabling adaptive risk management in dynamic environments.
ISO 27001 defines requirements for an Information Security Management 

System (ISMS). It requires organizations to perform ongoing risk assessments, select 
risk-based controls from its Annex A, monitor control effectiveness and continually 
improve the ISMS (ISO/IEC 27001:2022: 4–6). With ISO 27001, risk identification 
and mitigation are meant to be continuous, not one-off activities.

Layered Ecosystem Model

Cybersecurity services and risk/control frameworks are two sides of the same gov-
ernance coin: the framework defines how risks are identified, prioritized and con-
trolled (policies, procedures, technical controls), whilst cybersecurity services deliver 
the people, processes and technologies that implement, monitor and adapt those con-
trols. Services operationalize the framework by translating risk decisions into detec-
tion, prevention, response and assurance activities.

In ISO/IEC 27001:2022, the relationship between security services, policies, pro-
cedures and technical controls forms an integrated structure supporting ISMS opera-
tion. Policies provide strategic direction and define security objectives and risk appe-
tite, whilst security services operationalize these objectives by delivering capabilities 
required to manage and mitigate risk. Procedures translate policy requirements into 
consistent, repeatable actions that enable services to function effectively (ISO/IEC 
27001:2022: Clause 7.5). Technical controls, selected through risk treatment (Clause 
6.1.3), implement safeguards necessary to address identified risks. Annex A contains 
93 controls grouped into four themes (Organizational, People, Physical and Techno-
logical) which services integrate into operational activities. The literature highlights 
that organizations must interpret and adapt these controls to their context, as imple-
mentation challenges vary with technological maturity (Culot et al., 2021: 84–85).

The layered ecosystem comprises:
Policies sit at the highest level, providing strategic direction (‘what’ must be 

achieved and ‘why’). They define security objectives, risk appetite and governance 
principles. Example: ‘Information Security Policy’ establishes organizational commit-
ment to protecting assets.

Standards specify mandatory requirements and benchmarks (‘what’ must be met). 
They translate policy intent into measurable criteria. Example: ‘Encryption Standard’ 
mandates AES-256 for data at rest.

Procedures document step-by-step instructions for implementing standards (‘how’ 
to execute tasks). They ensure consistency and repeatability. Example: ‘Incident Re-
sponse Procedure’ details escalation paths and containment steps.
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Controls are technical, physical or administrative safeguards that implement pro-
cedures and enforce standards. ISO 27001 Annex A and NIST CSF provide control 
catalogues. Example: Multi-factor authentication (MFA) as a technical control imple-
menting access management procedures.

Cybersecurity services operate across all layers, interpreting policies, executing 
procedures, implementing controls and measuring outcomes. Services transform gov-
ernance artefacts into real-world protection and measurable business value.

This layered relationship is illustrated in Figure 2, which traces how each govern-
ance artefact (i.e. policies, standards, processes and procedures) is interpreted and ex-
ecuted by a cybersecurity service.

Figure 2. Risk & control framework artefacts and their relationship with 
cybersecurity services

Cybersecurity Policies  
Role: Establish the strategic “what” and “why” of security services (e.g., defining 

the need for an IAM service). Example: An Identity Security Policy mandates  
secure user provisioning processes. 

Cybersecurity Controls 
Role: Represent the measures embedded in services for risk mitigation and policy 

compliance (e.g., segregation of duties). Example: Role-based access checks  
within the IAM service. 

Cybersecurity Standards 
Role: Translate policies into measurable requirements that security services must 
meet (e.g., MFA enabled for all privileged accounts). Example: Password Standard 

requesting that accounts must use 12-character complex passwords. 

Cybersecurity Processes 
Role: Define end-to-end workflows (“how”) that security services execute (e.g.,  
the IAM service’s user lifecycle process). Example: User Access Review Process 

conducted quarterly. 

Cybersecurity Procedures 
Role: Provide step-by-step instructions („how”) for tasks within a service’s 

workflows (e.g., how to onboard or offboard a user in the IAM tool). Example: 
Procedure for provisioning a user via Azure AD. 

Cybersecurity 
Services 

Orchestrate 
policies, 

standards, 
processes, 

procedures and 
controls into 

a capability that 
delivers 

protection and 
measurable 

business value. 

Example: 
„Manage user 

access and 
privileges 
service” 

(„IAM Service”) 

Source: created by the author based on NQA ISO 27001:2022; Lineman, 2023; Policy vs standard… (n.d.).

Service Integration with Frameworks

Cybersecurity services map directly to framework functions and controls. For 
NIST CSF 2.0:
•	 Govern function is delivered through governance services (risk assessment, policy 

management, strategy and advisory).
•	 Identify function is supported by asset inventory, vulnerability management 

and threat intelligence services.
•	 Protect function is implemented through IAM, network security, application 

security and training services.
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•	 Detect function is delivered by SOC monitoring, EDR and threat hunting  
services.

•	 Respond function is executed through incident response and forensics services.
•	 Recover function is supported by business continuity, backup/restore and les-

sons-learnt services.
For ISO 27001 Annex A, services implement specific control categories:

•	 Organizational controls (e.g. A.5 Information Security Policies) are delivered 
through policy management and compliance services.

•	 People controls (e.g. A.6 Security Awareness) are delivered through training and 
awareness services.

•	 Physical controls (e.g. A.7 Physical Security) intersect with facility security and 
asset management.

•	 Technological controls (e.g. A.8 Access Control, A.12 Network Security) are de-
livered through IAM, network security and cryptography services.
The mapping in table 1 illustrates how selected individual cybersecurity services 

translate framework requirements into operational activities. The relationship is not 
one-to-one: a  single service may support multiple framework functions or control 
areas, while individual controls may depend on several services. The mapping there-
fore represents the principal operational contribution of each service rather than a di-
rect equivalence between a service and a specific control.

Table 1. Illustrative mapping of cybersecurity services to NIST CSF 2.0 and ISO/
IEC 27001:2022

Cybersecurity service 
(service-oriented name)

NIST CSF 
2.0

ISO/IEC 27001:2022 
control group(s)

Principal  
contribution

Manage user access and 
privileges

Protect
Technological; Or-

ganizational; People
Controls identities, authentica-

tion, access rights and privileges.
24/7 threat monitoring 

and alerting
Detect

Technological; Or-
ganizational

Continuously monitors activity 
and identifies suspicious events.

Respond to and recover 
from security incidents

Respond / 
Recover

Organizational; 
Technological; 

People

Coordinates containment, inves-
tigation, communication and re-

covery.
Find and fix security 

weaknesses
Identify / 
Protect

Technological; Or-
ganizational

Identifies, prioritizes and tracks 
remediation of vulnerabilities.

Security awareness and 
training

Protect
People; Organiza-

tional

Develops security awareness, 
competence and secure behav-

iour.

Assess and manage sup-
plier security

Govern / 
Identify

Organizational; 
People

Assesses and manages security 
risks arising from suppliers and 

partners.
Secure application de-

sign and testing
Protect

Technological; Or-
ganizational

Embeds security into application 
design, development and testing.

Source: Author’s synthesis based on the cybersecurity service taxonomy developed in this study, NIST Cyber-
security Framework 2.0 (NIST, 2024) and ISO/IEC 27001:2022.
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This integration demonstrates how services operationalize framework require-
ments. Rather than treating frameworks as compliance checklists, organizations can 
map services to controls, ensuring that each service delivers specific risk mitigation 
outcomes aligned with framework guidance.

Discussion

Theoretical Implications

The theoretical implications of this paper lie in its contribution to conceptualizing 
cybersecurity services as managerial constructs that bridge technical defences with 
organizational strategy. The definition of cybersecurity services as business-facing, 
outcome-oriented offerings shifts emphasis from external threat-centric models to 
intra-organizational processes, addressing a  noted gap where cybersecurity is often 
treated as a peripheral IT function rather than a core managerial activity (Wilson et 
al., 2020).

Management science, with roots in optimization and decision-making, provides 
a lens to view these services as mechanisms for resource allocation and performance 
enhancement. From a  resource-based view (RBV), cybersecurity services represent 
unique capabilities that enhance competitive advantage. Services like threat intelli-
gence and incident response protect intellectual property and operational continuity, 
transforming security from a cost to a value driver (Werlinger et al., 2009: 5–6).

Contingency theory posits that effective cybersecurity services must adapt to or-
ganizational context, including size, industry and risk profile. This implies a dynamic 
approach where services are tailored rather than standardized to mitigate risks in var-
ying environments (Siponen, Willison, 2009: 267). Emphasis on internal adaptability 
extends contingency applications to specific service delivery, filling a theoretical void 
in how organizations configure security amid uncertainty.

Systems theory enriches this advancement, framing cybersecurity services as in-
terconnected subsystems within the larger organizational ecosystem (Yan, 2020: 
2–5). Services do not operate in isolation but interact with other functions to main-
tain system stability. The paper’s focus on internal dynamics reveals how services 
contribute to organizational resilience through feedback loops (for example, perfor-
mance monitoring informing policy updates) thus promoting a  holistic view over 
fragmented technical silos.

Contemporary research highlights persistent gaps, such as underemphasis on cul-
tural integration and human-centric risks (Rahman et al., 2021: 1–5; Kour et al., 
2024: 5, 8, 10), where services like awareness training are pivotal yet underexplored 
in internal contexts. This paper’s proposed definition and structure fill these voids 
by positioning services as managerial tools that optimize internal resources and pro-
cesses, advancing the field towards more integrated, organization-centric models.



Cybersecurity Services: Definition and Relationship with Risk & Control Frameworks 47

Practical Implications

The practical implications highlight advantages of framing cybersecurity as a ser-
vice (CaaS), where the cybersecurity department delivers tailored, outcome-ori-
ented provisions to internal customers. Organizations can transform security from 
a siloed cost centre into a strategic enabler, allowing business units to achieve objec-
tives without directly managing complex threats or compliance burdens.

For example, services like vulnerability management or incident response, when 
offered via a centralized catalogue, reduce operational friction and enhance resil-
ience, as evidenced by lowered breach costs and faster recovery times. Alignment of 
CaaS with frameworks like NIST CSF 2.0 ensures services integrate seamlessly into 
workflows, with functions like Protect and Detect enabling proactive scanning and 
monitoring without disrupting core activities.

Leaders should implement clear ownership models (e.g. centralized for SOC 
monitoring, embedded for AppSec in development teams) and KPIs to measure 
value, such as reduced downtime or improved compliance rates. This approach cre-
ates tangible benefits, including cost efficiencies through shared resources, height-
ened trust amongst stakeholders and a  competitive edge in threat-laden environ-
ments, positioning security as a  collaborative service that drives organizational 
success.

Limitations

Several limitations constrain this study’s scope and generalizability. Firstly, as a con-
ceptual paper based on literature synthesis rather than empirical data collection, 
its findings may not fully capture practical implementation challenges across di-
verse organizational contexts. Secondly, the rapid evolution of cyber threats means 
that specific service taxonomies may require periodic updates to remain relevant. 
Thirdly, the focus on internal cybersecurity services excludes external vendors and 
MSSPs, limiting applicability to organizations that heavily outsource security func-
tions. Finally, the study’s emphasis on enterprise settings with formal risk frame-
works may not translate directly to SMEs with different resource constraints and 
security needs.

Conclusions and Future Research

Summary of Contributions

This paper has examined the definition of cybersecurity services and their relation-
ship to risk and control frameworks, drawing on a  structured literature synthesis 
to propose a clear understanding tailored to internal organizational dynamics. The 
study defines cybersecurity services as business-facing, outcome-oriented offerings 
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orchestrated by the cybersecurity department to safeguard organizational assets 
in cyberspace, enabling value co-creation by facilitating secure business outcomes 
whilst managing specialized costs, complexity and risks on behalf of internal teams.

Key contributions include: (1) synthesis of fragmented literature to address ter-
minological inconsistencies and trace evolutionary milestones from reactive data 
protection to proactive, holistic approaches; (2) a  four-domain service taxonomy 
categorizing offerings into governance, core operations, engineering and cross-cut-
ting services, each with clear ownership and value propositions; (3) demonstration 
of how services operate within layered risk-mitigation ecosystems, where policies 
direct services, procedures implement them and technical controls execute safe-
guards, as exemplified in ISO 27001 Annex A (93 controls across four themes) and 
NIST.

The theoretical implications extend management science by addressing gaps 
in internal dynamics, particularly underemphasis on cultural integration and hu-
man-centric risks. The practical implications recommend organizations adopt this 
service model to transform security into a value enabler, aligning with NIST for en-
hanced risk control and fostering resilience.

Future Research Directions

Future research should empirically evaluate the effectiveness of cybersecurity ser-
vices across diverse organizational contexts. Longitudinal studies could examine 
how services such as incident response and threat hunting influence recovery times 
and cost savings, applying quantitative methods in sectors including finance and 
healthcare. Randomized controlled trials comparing integrated and siloed service 
models would help quantify value co-creation and resilience gains.

Further work is needed on AI’s role in service automation (for example, AI-
driven anomaly detection or predictive risk assessment) and on how machine 
learning can enhance human-centric services such as awareness training in the 
face of evolving threats. Qualitative case studies could explore cultural and or-
ganizational barriers to adoption, while cross-cultural comparisons might high-
light regional differences in implementation and inform the development of global  
standards.

Future research could usefully be organized around three validation questions:
1.	 Construct validity
	 Does the four-domain taxonomy accurately represent the cybersecurity services 

organizations actually provide? Possible designs include surveys of CISOs and 
security managers, Delphi studies, expert panels and factor analysis of service 
categories.
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2.	 Applicability
	 Can organizations use the taxonomy to structure cybersecurity service cata-

logues? Possible designs include multiple organizational case studies, implemen-
tation studies, interviews with cybersecurity and business stakeholders, and be-
fore-and-after evaluations of catalogue adoption.

3.	 Effectiveness
	 Does organizing cybersecurity as services improve organizational outcomes? 

Possible designs in such research could include longitudinal studies, quasi-ex-
perimental comparisons of organizations or business units, and contrasts be-
tween service-oriented and siloed models.

Concluding Remarks

There is a strong imperative for integrated approaches in today’s volatile digital envi-
ronment, where isolated security efforts falter against sophisticated threats. Organiza-
tions must prioritize these services not only to defend against disruptions but also to 
drive competitive advantage through secure operations. A call to action urges leaders 
to implement centralized catalogues, measure value via KPIs and invest in cross-func-
tional collaboration, ensuring cybersecurity evolves from a reactive necessity to a pro-
active strategic asset that underpins sustainable growth.
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Annex 1

Lou Downe recommends a structured approach to the following (Downe, 2022: 55):
1.	 Naming: The designation of a service constitutes a primary determinant of its dis-

coverability and usability. An effective name should accurately convey the ser-
vice’s intended function and employ terminology that aligns with users’ concep-
tual models and linguistic expectations.

2.	 Description: A service description should answer the following questions: a) What 
does the service do? b) How does the service work? c) Who is the service for? d) 
Why does the service exist?
A list of “user-friendly” cybersecurity service-oriented names and descriptions is 

presented in Table 2.
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Table 2. Service-oriented naming convention for cybersecurity services

Traditional name
Service

oriented name
Service description

Risk Assessment 
and Management

Identify and pri-
oritize security 

risks

What: Identify and rank organizational security risks; How: 
risk workshops, assetbased assessments, risk register and 

treatment plans; (for) Who: business owners, product 
teams, executives; Why: to focus investment and reduce 

the most important risks.

Policy and Stand-
ards Manage-

ment

Set security 
rules and guid-

ance

What: Create and maintain security policies and standards; 
How: policy drafting, approval cycles, and publication 

with exception process; Who: all employees and system 
owners; Why: to provide clear expectations and consistent 

controls across the organization.

Compliance and 
Audit Support

Help with regu-
latory and audit 

requirements

What: Support compliance with laws and standards and 
prepare audit evidence; How: gap assessments, control 

mapping, evidence collection and remediation tracking; 
Who: legal, compliance, auditors, business units; Why: to 

meet legal obligations and reduce regulatory risk.

ThirdParty and 
Supply Chain Risk 

Management

Assess and 
manage sup-
plier security

What: Evaluate and monitor supplier security posture; 
How: questionnaires, risk scoring, contractual controls and 

periodic reviews; Who: procurement, vendor managers, 
business owners; Why: to reduce risk introduced by part-

ners and suppliers.

Security Strategy 
and Advisory

Security 
strategy and ad-
vice for leaders

What: Strategic planning and executive security advice; 
How: roadmaps, investment cases, board briefings and risk 

prioritization; Who: executives, business leaders, board; 
Why: to align security with business goals and guide de-

cisions.

Security Opera-
tions Center Mon-

itoring

24/7 threat 
monitoring and 

alerting

What: Continuous monitoring for threats and suspicious 
activity; How: telemetry collection, alert triage and escala-
tion to owners; Who: all operational teams and incident re-
sponders; Why: to detect attacks early and reduce impact.

Incident Re-
sponse and Re-

covery

Respond to and 
recover from se-
curity incidents

What: Contain, investigate and restore after security inci-
dents; How: playbooks, forensics, coordination with IT and 
business and postincident reviews; Who: affected teams, 
executives, customers as needed; Why: to minimize dis-

ruption and restore normal operations quickly.

Vulnerability 
Management

Find and fix se-
curity weak-

nesses

What: Discover and prioritize software and configuration 
weaknesses; How: automated scanning, risk scoring and 
remediation tracking with owners; Who: system owners, 

developers, IT ops; Why: to reduce exploitable weaknesses 
before attackers find them.

Identity and Ac-
cess Manage-
ment Services

Manage user 
access and priv-

ileges

What: Provision and control user identities and access 
rights; How: onboarding/offboarding, single signon, multi-
factor authentication and privileged access controls; Who: 
employees, contractors, partners; Why: to ensure only au-

thorized users access resources.
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Traditional name
Service

oriented name
Service description

Threat Intelli-
gence and Threat 

Hunting

Provide threat 
insights and 

proactive 
hunting

What: Deliver context about threats and proactively search 
for intrusions; How: curated intelligence feeds, analyst re-
ports and hunting playbooks executed against telemetry; 
Who: SOC, incident responders, risk teams; Why: to antici-

pate threats and find hidden compromises.

Endpoint De-
tection and Re-
sponse Opera-

tions

Protect and re-
mediate end-

points

What: Detect and respond to threats on laptops, servers 
and devices; How: endpoint monitoring, containment ac-
tions and remediation guidance; Who: device owners, IT 

support, SOC; Why: to stop malware and lateral movement 
on endpoints.

Application Se-
curity

Secure applica-
tion design and 

testing

What: Reduce vulnerabilities in software and services; 
How: threat modelling, secure code reviews, automated 
scanning and remediation guidance; Who: developers, 
product owners, QA; Why: to prevent applicationlevel 

breaches and protect customers.

Cloud Security 
and DevSecOps

Secure cloud 
services and de-

velopment

What: Ensure cloud workloads and development pipelines 
are secure; How: infrastructure as code checks, cloud pos-
ture reviews, runtime protections and CI/CD gates; Who: 
cloud engineers, platform teams, developers; Why: to en-

able safe cloud adoption and fast, secure delivery.

Network and Pe-
rimeter Security

Design and pro-
tect network 
boundaries

What: Protect and segment network traffic and external 
connections; How: secure network design, firewall and 

segmentation controls and monitoring; Who: network en-
gineers, IT ops, application owners; Why: to limit attack 

paths and protect critical systems.

Cryptography 
and Key Manage-

ment

Manage en-
cryption and 

keys

What: Provide and operate encryption, certificates and 
key lifecycle; How: PKI, hardware security modules, secrets 

stores and automated rotation; Who: application teams, 
platform owners, compliance; Why: to protect sensitive 

data and meet regulatory requirements.

Adversarial Secu-
rity Testing

Simulate at-
tacks to test de-

fences

What: Validate defences by simulating real attacks; How: 
scheduled penetration tests, red team exercises and 

purple teaming with remediation tracking; Who: security 
teams, system owners, executives for assurance; Why: to 

reveal gaps and improve detection and response.

Secure Architec-
ture and Design 

Reviews

Review and ap-
prove secure 

system designs

What: Ensure new systems are designed securely before 
build; How: architecture reviews, threat modelling and 
approval gates; Who: architects, project teams, product 

owners; Why: to prevent costly redesigns and embed se-
curity early.

Security Engi-
neering and Au-

tomation

Automate secu-
rity tasks and in-

tegrations

What: Build automation to scale security operations and 
controls; How: playbooks, orchestration, telemetry pipe-

lines and CI/CD integrations; Who: security engineers, 
SREs, SOC; Why: to reduce manual work, speed response 

and improve consistency.
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Traditional name
Service

oriented name
Service description

Security Aware-
ness and Training 

Programs

Train staff on 
security and 

phishing

What: Educate employees to reduce human risk; How: 
rolebased training, simulated phishing and targeted cam-

paigns; Who: all employees, contractors and privileged 
users; Why: to lower incidents caused by human error and 

social engineering.

Data Protection 
and Privacy Ser-

vices

Protect sensi-
tive data and 

privacy

What: Classify, protect and manage sensitive data and pri-
vacy obligations; How: data classification, encryption, ac-
cess controls and privacy impact assessments; Who: data 
owners, legal, product teams; Why: to prevent data loss 

and meet privacy laws.

Business Conti-
nuity and Resil-

ience

Plan for busi-
ness continuity 

and recovery

What: Prepare for and recover from major disruptions; 
How: disaster recovery plans, tabletop exercises and re-

covery runbooks; Who: business continuity owners, IT, ex-
ecutives; Why: to ensure critical services continue and re-

cover quickly after incidents.

Security Advisory 
and Virtual CISO

Ondemand se-
curity advice for 

teams

What: Provide expert security guidance and temporary 
leadership; How: advisory sessions, project support and 

strategic reviews; Who: business units, small teams, exec-
utives without full security leadership; Why: to make in-

formed security decisions and accelerate initiatives.

Security Re-
porting and Met-

rics

Security re-
porting and 

performance 
metrics

What: Provide visibility into security posture and service 
performance; How: dashboards, regular reports, KPIs and 
executive summaries; Who: executives, risk committees, 
service owners; Why: to inform decisions, track progress 

and demonstrate compliance.
Source: created by the author.

Cybersecurity Services: Definition and Relationship with Risk & Control 
Frameworks  
Abstract 
This conceptual paper examines cybersecurity services and their relationship with organ-
izational risk and control (R&C) frameworks. Addressing terminological inconsistencies 
and the lack of internal service-oriented perspectives in the existing literature, the study 
synthesizes current knowledge to propose a unified definition of cybersecurity services 
and analyzes how such services integrate with governance and operational mechanisms. 
A  structured literature synthesis was conducted across cybersecurity, information sys-
tems, management science and organizational security publications. The qualitative 
synthesis identified recurring themes, definitions and service taxonomies. A structured 
coding scheme classified cybersecurity services and mapped them to R&C artefacts, in-
cluding policies, procedures and technical controls from ISO 27001 Annex A and NIST. 

The study defines cybersecurity services as business-facing, outcome-oriented organ-
izational offerings that safeguard assets in cyberspace whilst managing specialized costs, 
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complexity and risks. A four-domain service taxonomy is introduced: governance, opera-
tions, engineering and cross-cutting services. The analysis demonstrates how these ser-
vices operate within layered risk-mitigation ecosystems, where policies provide strategic 
direction, procedures ensure consistent implementation, and controls deliver operational 
safeguards. 

Cybersecurity services form an integrative mechanism linking managerial and tech-
nical dimensions of organizational security. The framework proposed here enhances con-
ceptual clarity, positions cybersecurity as a  value-enabling capability, and strengthens 
resilience in threat-intensive environments. This study contributes one of the first struc-
tured mappings between cybersecurity services and R&C frameworks, offering practical 
guidance for improving secure digital operations. 

Keywords: cybersecurity services, risk management, governance, incident response, 
value co-creation

Author Contributions
Arkadiusz Rokicki: Conceptualization, Methodology, Formal analysis, Investigation, Re-
sources, Visualization, Writing – original draft, Writing – review & editing.

Supplementary Materials
Not applicable.

Funding
This research received no external funding.

Ethics Approval Statement
Not applicable.

Informed Consent Statement
Not applicable.

Data Availability Statement
The data analysed in this study came from publically avaialble academic and industry 
publications.

Declaration of Generative AI Use
No artificial intelligence tools were used in the preparation of this manuscript.

Acknowledgments
Not applicable.

Conflict of Interest
Arkadiusz Rokicki declares no conflict of interest.


