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Markets Laws on E-Banking in FinTech 

Introduction1

The emergence of financial technology has fundamentally re-
structured how banking services are conceived, distributed, and 
experienced across Europe. E-banking, broadly understood as the 
digital delivery of financial services through online or mobile plat-
forms, has transitioned from a technological convenience into a sys-
temic component of the European Union’s financial architecture 
(Radhakrishnan, Shankar 2024). FinTech, which encompasses arti-
ficial intelligence applications, blockchain-based payment systems, 
mobile banking, and digital lending, represents the technological 
substrate upon which this transformation rests (Hutukka 2024). To-
gether, these developments have compelled the EU to undertake 
an ambitious programme of legal reform, producing a layered and 
at times internally conflicted regulatory landscape.

1	 This article is based on research originally conducted for the author’s un-
published Master’s thesis, defended in April 2026 at the Faculty of Law and 
Administration, University of Szczecin, under the supervision of Krystyna 
Nizioł, PhD, DSc, Associate Professor, University of Szczecin. The analysis 
and argumentation have been significantly developed and expanded for 
this publication. 
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The European Union’s regulatory response has been character-
ised by breadth and ambition. The Payment Services Directive 2 
(PSD2), adopted in 2015, introduced open banking obligations and 
competitive access rights that reshaped market dynamics. The Digi-
tal Markets Act (DMA) and Digital Services Act (DSA), both adopted 
in 2022, seek to govern digital platform behaviour and constrain the 
dominance of large online intermediaries. The Digital Operational 
Resilience Act (DORA), also of 2022, mandates systemic cybersecu-
rity and operational continuity standards across the financial sector. 
These instruments are supplemented by the General Data Protec-
tion Regulation (GDPR) and sector-specific consumer protection 
directives, creating a web of interlocking obligations that financial 
technology firms must navigate simultaneously.

Yet the very comprehensiveness of this regulatory architecture 
has given rise to a  fundamental normative tension. Innovation in 
digital finance is by nature iterative, experimental, and cross-border, 
qualities that sit uneasily within a compliance culture premised on 
legal certainty, ex-ante obligations, and jurisdictionally fragment-
ed enforcement. Scholars and institutions have raised legitimate 
concerns that this mismatch produces proportionality deficits, par-
ticularly for small and medium-sized FinTech firms (Ozili 2025; ITIF 
2022; MIT JRC 2021). At the same time, judicial oversight through 
the Court of Justice of the European Union (CJEU) has progressively 
reinforced consumer rights as a constitutional anchor within digital 
financial governance, as demonstrated in Kušionová v SMART Capi-
tal a.s. (C-34/13) and FS and WU v First Bank SA (C-593/22).

This article undertakes a  doctrinal legal analysis of these de-
velopments. It proceeds from the premise that understanding the 
structural features of EU FinTech regulation, comprising its norma-
tive rationale, institutional architecture, and interpretive controver-
sies, is a prior condition for any meaningful evaluation of the EU’s 
digital finance strategy. The article does not present empirical find-
ings or policy recommendations. Rather, it analyses the normative 
tensions embedded in the existing legal framework and offers a co-
herent interpretation of how those tensions manifest across three 
distinct regulatory domains.



3Regulatory Overreach or Necessary Protection? The Impact of EU Consumer Protection...

The article is structured as follows. Section 2 situates e-banking 
and FinTech within the broader EU regulatory landscape, examin-
ing the definitional and conceptual foundations of these phenom-
ena. Section 3 analyses the PSD2 framework and the normative 
fault lines it generates at the intersection of open banking and data 
governance, including the unresolved tensions with GDPR. Section 
4 turns to the DMA and DSA, examining their architectural logic, 
gatekeeper designation criteria, and competitive implications for 
FinTech ecosystems. Section 5 analyses DORA’s cybersecurity and 
resilience obligations, with particular attention to its asymmetric 
compliance burden. Section 6 examines the CJEU’s contribution to 
FinTech governance through landmark case law. Section 7 synthe-
sises the analysis across all three normative fault lines and draws 
conclusions about the current state of EU digital finance law.

E-Banking and FinTech in the EU: Definitional and Conceptual Foundations

Any rigorous legal analysis of the regulatory framework governing 
e-banking in the FinTech sector must begin with definitional clarity, 
since the legislative texts themselves often deploy overlapping and 
incompletely harmonised terminology. E-banking refers, in its most 
foundational sense, to the delivery of financial services, including 
account management, payments, transfers, and digital lending, 
through networked electronic systems rather than physical branch 
infrastructure (Radhakrishnan, Shankar 2024). FinTech, by contrast, 
is a broader and more dynamic category encompassing the techno-
logical innovation that drives and continuously transforms digital 
finance, including the deployment of artificial intelligence in credit 
assessment, distributed ledger technologies in payment settlement, 
and algorithmic tools in portfolio management (Hutukka 2024).

Within EU law, the concepts of e-banking and FinTech are not 
defined as discrete legal categories. Rather, they are captured by 
functional and activity-based definitions distributed across multiple 
legislative instruments. PSD2, for instance, defines payment servic-
es by reference to their economic function rather than the technol-
ogy employed, thereby extending its scope to FinTech payment ser-
vice providers irrespective of their institutional form (Directive (EU) 
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2015/2366, Article 4). The DMA defines digital gatekeepers by ref-
erence to quantitative thresholds and qualitative criteria related to 
market power and systemic importance, a definitional architecture 
that may encompass large financial technology platforms provid-
ing digital payment services (Regulation (EU) 2022/1925, Article 3). 
DORA, for its part, applies to a broadly defined category of financial 
entities, explicitly including payment institutions, electronic mon-
ey institutions, and crypto-asset service providers (Regulation (EU) 
2022/2554, Article 2).

This terminological dispersion reflects the EU legislator’s prefer-
ence for technology-neutral drafting, a technique intended to en-
sure that legal obligations remain applicable as technological para-
digms shift. Ferretti (2022) observes that PSD2’s technology-neutral 
architecture was deliberate: by anchoring obligations to economic 
functions rather than technical forms, the EU sought to prevent reg-
ulatory arbitrage by FinTech firms seeking to evade compliance by 
characterising their activities as falling outside the scope of bank-
ing regulation. However, this approach also generates interpretive 
uncertainty, particularly at the margins of regulatory scope, where 
novel business models resist easy categorisation within existing 
definitional frameworks (Aben, Etti 2022).

The conceptual distinction between e-banking and FinTech is 
also important at the level of regulatory purpose. E-banking regula-
tion is primarily concerned with ensuring the safe and efficient pro-
vision of payment services, protecting consumers from fraud and 
unfair terms, and maintaining systemic financial stability. FinTech 
regulation, in its EU form, is additionally concerned with market 
structure, particularly the prevention of monopolistic concentra-
tion by large technology firms and the promotion of competitive 
entry by smaller, more innovative players. This dual regulatory pur-
pose explains why the EU’s digital finance strategy encompasses 
both microprudential instruments such as PSD2 and DORA, which 
govern the conduct and resilience of individual firms, and macro-
structural instruments such as the DMA and DSA, which govern the 
competitive architecture of digital markets as a  whole (Moloney 
2024; Kapsis 2020).
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The growth trajectory of European FinTech underscores both the 
significance and the urgency of achieving the right regulatory bal-
ance. ICMA (2023) reports that European FinTechs attracted approx-
imately €4.6 billion in capital investment in the first half of 2023, 
representing a decline of approximately seventy percent compared 
to the same period in 2022. While this contraction reflects macro-
economic headwinds, it also raises questions about whether the 
EU’s regulatory burden contributes to investor hesitancy. Notably, 
early-stage FinTech deals continued to represent a historically high 
share of total investment at seventy-two percent, suggesting that 
foundational innovation remains robust even as scaling becomes 
more challenging. Payments and digital banking, historically the 
most heavily funded subsector, became the third most funded in 
2023, reflecting a diversification of investor interest toward emerg-
ing FinTech categories less directly subject to PSD2’s compliance 
obligations (Preziuso, Koefer, Ehrenhard 2023).

The PSD2 Framework: Open Banking, Data Governance, and the GDPR 
Interface

The Normative Architecture of PSD2

The Payment Services Directive 2, adopted in November 2015 and 
transposed across EU member states by January 2018, constitutes 
the primary legal instrument governing electronic payment servic-
es within the European Union. Its normative architecture pursues 
three interconnected goals: fostering competition by mandating 
access rights for third-party payment service providers (TPPs); en-
hancing consumer protection through transparency, liability, and 
dispute resolution obligations; and strengthening cybersecurity 
through the requirement of strong customer authentication (SCA) 
(Directive (EU) 2015/2366, recitals 3 to 7).

The open banking framework created by PSD2 is its most struc-
turally significant innovation. By compelling payment account 
providers, predominantly banks, to share customer account data 
with authorised TPPs upon customer consent, PSD2 reconfigured 
the data-based competitive advantage that incumbent banks had 
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historically enjoyed (Babina, Buchak, Gornall 2022). This structur-
al shift created the legal conditions for the emergence of account 
information service providers (AISPs) and payment initiation ser-
vice providers (PISPs), categories of FinTech firm that derive their 
entire business models from the data-sharing obligations imposed 
on banks (Ferretti 2022). Polasik et al. (2024) argue that this man-
datory data-sharing architecture produced measurable effects on 
market openness, particularly in jurisdictions such as Poland and 
the United Kingdom, where implementation was accompanied by 
regulatory guidance supporting the development of open banking 
ecosystems.

However, PSD2’s open banking model has also generated ten-
sions that its drafters did not fully anticipate. Sadowski (2021) iden-
tifies fragmented national implementation as a persistent problem, 
noting that member states adopted divergent approaches to SCA 
technical standards, API functionality requirements, and superviso-
ry enforcement, producing a  patchwork of compliance conditions 
across the EU single market. The European Commission’s own study 
on the application and impact of PSD2 (FISMA/2021/OP/0002) ac-
knowledged that, while the directive delivered tangible competition 
benefits, it fell short of creating genuinely harmonised conditions, 
particularly regarding the accessibility and reliability of bank APIs.

The PSD2 and GDPR Interface: Normative Friction and Data Consent Conflicts

The most acute normative fault line within the EU’s open banking 
framework arises at the intersection of PSD2 and the General Data 
Protection Regulation (GDPR). Both instruments claim jurisdiction 
over the processing of payment account data, but they operate ac-
cording to different and not always compatible legal architectures. 
GDPR establishes consent as one of six legal bases for data process-
ing, requiring that consent be freely given, specific, informed, and 
unambiguous (Regulation (EU) 2016/679, Article 7). PSD2, by con-
trast, conditions data access on customer consent but does not de-
fine consent in the same technically demanding terms as GDPR, nor 
does it fully align its consent mechanism with GDPR’s requirements 
regarding the granularity, withdrawability, and documentation of 
consent.
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This divergence creates genuine compliance difficulties for Fin-
Tech firms seeking to operate simultaneously under both regimes. 
As Gounari et al. (2024) observes, a  TPP relying on PSD2’s open 
banking access right must ensure that its data processing activities 
are also legally grounded under GDPR, yet the grounds available, in-
cluding consent, legitimate interests, or performance of a contract, 
each generate their own normative complications in the specific 
context of payment data sharing. The interaction between PSD2’s 
explicit consent requirement and GDPR’s prohibition on bundled 
consent has, in practice, produced uncertainty regarding whether 
a single consent mechanism can simultaneously satisfy both instru-
ments’ requirements.

The European Banking Authority’s 2022 Report on the Imple-
mentation of PSD2 identified this interface as one of the unresolved 
structural weaknesses of the current framework, noting that incon-
sistent interpretations by national data protection authorities and 
payment supervisors have created legal fragmentation that disad-
vantages FinTech firms seeking cross-border scale. The proposed 
Regulation on a Framework for Financial Data Access (FIDA), tabled 
by the European Commission in COM(2023) 360 final (European 
Commission 2023b), represents an attempt to address some of 
these tensions by creating a  more structured and harmonised le-
gal framework for financial data sharing beyond the scope of PSD2. 
Whether FIDA succeeds in resolving the PSD2 and GDPR interface 
tensions, or whether it generates new normative complexities, re-
mains to be seen.

The Transition to PSD3: Continuities and Structural Reforms

The European Commission’s 2023 proposal for a  revised Payment 
Services Directive (PSD3) and an accompanying Payment Services 
Regulation (PSR) signals the EU legislator’s acknowledgment that 
PSD2’s harmonisation goals were only partially achieved. The PSD3 
and PSR package proposes, among other things, to convert the core 
open banking obligations from a directive requiring national trans-
position into a regulation directly applicable across member states, 
thereby eliminating one of the primary sources of legal fragmen-
tation identified by commentators (European Commission 2023c). 
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The package also introduces enhanced API standardisation require-
ments and an explicit duty on banks to ensure that their APIs pro-
vide FinTech firms with a functionality equivalent to that available 
through the bank’s own customer interface.

From a doctrinal perspective, the shift from directive to regula-
tion represents a significant constitutional choice about the appro-
priate relationship between EU-level harmonisation and national 
regulatory discretion. While direct applicability ensures uniform 
compliance conditions across member states, it also reduces the 
capacity of national regulators to adapt obligations to local market 
structures and supervisory traditions. Aben and Etti (2022) observe 
that this tension between uniformity and flexibility is a recurrent fea-
ture of EU financial regulation and that the PSD3 and PSR package 
does not fully resolve it. The regulation’s delegated act mechanisms, 
which grant the Commission significant rule-making authority over 
technical standards, may replicate the fragmentation problem at 
the level of delegated legislation rather than eliminating it.

The Digital Markets Act and the Digital Services Act: Gatekeeper Logic and 
FinTech Competition

The DMA’s Architectural Logic

The Digital Markets Act, which entered into force in November 2022 
and began full application in May 2023, represents the EU’s most 
far-reaching structural intervention in digital market competition 
(Regulation (EU) 2022/1925). Its architectural logic is premised on 
the identification of gatekeepers, meaning large digital platforms 
that serve as critical intermediaries between business users and 
end users, and the imposition of ex-ante behavioural obligations 
intended to prevent gatekeepers from leveraging their systemic 
market position to foreclose competition, exploit business users, or 
restrict consumer choice.

The gatekeeper designation criteria are quantitative and quali-
tative. Quantitatively, a provider must have annual EEA turnover or 
market capitalisation above specified thresholds, must operate a core 
platform service used by at least 45 million monthly active end users 
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in the EU, and must have been active in the digital sector for at least 
three of the past five financial years (Regulation (EU) 2022/1925, Ar-
ticle 3(2)). Qualitatively, the Commission may designate a provider as 
a gatekeeper where it holds an entrenched and durable position by 
virtue of its market share, scale, data advantages, vertical integration, 
or network effects (Article 3(6)). Ozili (2025) notes that these criteria, 
while defensible as proxies for systemic market power, are not self-ex-
ecuting: their application to the financial technology sector requires 
difficult judgments about the extent to which digital payment ser-
vices constitute a core platform service within the DMA’s taxonomy.

For FinTech, the most significant aspect of the DMA is not its 
application to FinTech firms themselves, most of which are far too 
small to meet gatekeeper thresholds, but rather its implications for 
the large technology companies that have entered the financial ser-
vices space. Companies such as Apple, Google, Amazon, and Meta 
operate digital payment services at a scale that brings them within 
the DMA’s potential scope. The DMA’s prohibition on self-preferenc-
ing (Article 6(5)) and its data interoperability obligations (Article 
6(7)) have direct implications for the competitive dynamics of digi-
tal payment markets, where platform operators may use their con-
trol over operating systems or app distribution channels to favour 
their own payment applications over competing FinTech solutions 
(Citterio, King, Locatelli 2024).

The DSA’s Complementary Architecture and Consumer Protection Obligations

The Digital Services Act, which entered into force in November 2022 
and became fully applicable to all in-scope providers in February 
2024, complements the DMA by addressing the responsibilities of 
digital intermediaries in respect of user safety, transparency, and 
accountability (Regulation (EU) 2022/2065). While the DMA is con-
cerned primarily with market structure and competition, the DSA 
focuses on the governance of digital content and services, estab-
lishing a risk-based compliance framework under which providers 
of online platforms and search engines must assess, mitigate, and 
report on systemic risks arising from their services.

For e-banking and FinTech, the DSA’s relevance is primarily in-
direct. FinTech platforms that facilitate financial services through 
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digital marketplaces or facilitate peer-to-peer transactions may, de-
pending on their functional architecture, fall within the DSA’s defini-
tion of an online platform or, in larger cases, a very large online plat-
form (VLOP). The obligations applicable to VLOPs are substantially 
more demanding than those applicable to smaller providers, in-
cluding mandatory systemic risk assessments, independent audits, 
and enhanced transparency obligations toward users and author-
ities (Regulation (EU) 2022/2065, Articles 33 to 43). Aben and Etti 
(2022) observe that the DSA’s layered compliance structure, which 
differentiates obligations by provider size and risk profile, repre-
sents a genuine attempt to apply proportionality, though the prac-
tical boundary between platform categories remains contested.

The ‘Regulation over Innovation’ Critique and Its Normative Limits

The DMA has attracted significant critical attention from technol-
ogy policy scholars and industry commentators. The Information 
Technology and Innovation Foundation (ITIF 2022) characterised 
the DMA as a triumph of regulation over innovation, arguing that 
its ex-ante prohibition architecture sacrifices the consumer welfare 
benefits of platform integration in favour of a structural competi-
tion model that prioritises contestability over efficiency. The MIT 
Joint Research Centre’s expert panel (MIT JRC 2021) similarly raised 
concerns about the DMA’s definitional breadth, arguing that its 
gatekeeper designation criteria could capture innovative platform 
models that do not, in fact, exercise the kind of entrenched market 
power that the regulation is designed to address.

These critiques raise legitimate proportionality concerns that 
deserve serious engagement. However, they must be situated 
within a broader normative context. The DMA was adopted in re-
sponse to a sustained European Commission investigation of dig-
ital market dynamics, conducted over multiple years and drawing 
on extensive evidence of the competitive distortions produced by 
platform dominance in sectors including digital payments (CERRE 
2020). The regulation’s architectural choices, including ex-ante obli-
gations, structural access rights, and administrative enforcement by 
the Commission, reflect a deliberate legislative preference for struc-
tural remedies over case-by-case antitrust enforcement, which the 
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Commission had determined to be inadequate in addressing the 
pace and scale of digital market concentration. As Craig and de Búr-
ca (2022) observe, the proportionality of EU legislation is assessed 
by reference to the regulatory objectives pursued, and the legisla-
tive record of the DMA demonstrates a considered, if contested, bal-
ance between those objectives and the means chosen to achieve 
them.

DORA and the Cybersecurity Architecture of EU Digital Finance

The Normative Rationale and Scope of DORA

The Digital Operational Resilience Act (DORA), which applies from 
January 2025, introduces a comprehensive and harmonised frame-
work for the management of information and communication 
technology (ICT) risk across the EU financial sector (Regulation (EU) 
2022/2554). Its normative rationale is grounded in the systemic risk 
logic of financial regulation: digital disruptions, whether arising 
from cyberattacks, software failures, or operational dependencies 
on third-party ICT service providers, can, if they affect systemically 
important financial institutions or critical payment infrastructure, 
propagate rapidly across interconnected financial markets and 
cause macroprudential harm (Busch 2023).

DORA’s scope is broad and deliberately so. It applies to credit 
institutions, payment institutions, electronic money institutions, in-
vestment firms, insurance companies, crypto-asset service provid-
ers, and critically, their third-party ICT service providers including 
cloud service providers offering services to the financial sector (Reg-
ulation (EU) 2022/2554, Article 2). This last category is of particular 
significance for FinTech firms, most of which rely heavily on cloud 
infrastructure and third-party software platforms for their core 
operational systems. DORA requires financial entities to perform 
thorough due diligence on their ICT third-party dependencies, to 
include contractual provisions ensuring auditability and resilience 
in their ICT service agreements, and to maintain digital operational 
resilience testing programmes commensurate with their risk profile 
(Articles 24 to 27).
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Proportionality and the Asymmetric Compliance Burden

The most significant doctrinal issue raised by DORA in the FinTech 
context is proportionality, specifically whether the regulation’s com-
pliance requirements are calibrated appropriately to the risk profile 
and resource capacity of smaller market participants. DORA does 
include a  proportionality principle (Article 4), which requires that 
financial entities apply its requirements in a manner proportionate 
to their size, overall risk profile, and the nature, scale, and complexi-
ty of their services, activities and operations. However, the practical 
content of this proportionality qualification is heavily mediated by 
implementing technical standards developed by the European Su-
pervisory Authorities, which may not always translate the propor-
tionality principle into sufficiently differentiated requirements.

The contractual and audit requirements imposed by DORA on 
ICT third-party service providers create compliance costs that are 
likely to be disproportionately borne by smaller FinTech firms, 
whose leverage vis-à-vis large cloud service providers is limited. 
A small FinTech firm negotiating a service agreement with a major 
cloud infrastructure provider has limited capacity to impose the 
contractual terms required by DORA’s Article 30, including audit 
access rights and information-sharing obligations, without incur-
ring significant cost or accepting less favourable commercial terms. 
This asymmetric compliance burden may, paradoxically, strengthen 
the competitive position of large incumbent financial institutions, 
which already have established relationships and negotiating lever-
age with ICT providers, at the expense of the FinTech entrants that 
EU innovation policy seeks to promote.

Moloney (2024) argues that this proportionality deficit is not 
unique to DORA but reflects a systemic feature of EU financial reg-
ulation, which has historically developed compliance frameworks 
calibrated to large, complex financial institutions and then sought 
to apply them, with modifications, to smaller and more agile actors. 
The European Banking Authority’s Report on the Implementation of 
PSD2 (European Banking Authority 2022) identified an analogous 
problem in the SCA context, where the technical complexity of 
strong authentication requirements created disproportionate bur-
dens for smaller payment service providers relative to established 
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banks. Whether DORA’s proportionality qualification is sufficiently 
robust to address these concerns in practice remains to be deter-
mined through enforcement experience.

CJEU Jurisprudence and the Judicial Architecture of EU FinTech Governance

Kušionová v SMART Capital a.s. (C-34/13): Consumer Rights as Constitutional 
Principle

The Court of Justice of the European Union’s judgment in Kušionová 
v SMART Capital a.s. (Case C-34/13, judgment of 10 September 2014) 
provides a foundational reference point for understanding how the 
Court interprets the relationship between EU consumer protection 
law and the enforcement of financial contracts in the digital age. 
The case concerned a Slovak consumer who had granted a secured 
loan over her family home to a  financial services provider, with  
the loan agreement containing a term permitting the creditor to re-
alise the security through extrajudicial sale without judicial review. 
The CJEU held that a  national procedural mechanism permitting 
extrajudicial enforcement without adequate judicial oversight was 
incompatible with the Unfair Contract Terms Directive (93/13/EEC) 
and the fundamental right to an effective remedy enshrined in Arti-
cle 47 of the Charter of Fundamental Rights.

For present purposes, the significance of Kušionová v SMART Cap-
ital a.s. lies not in its specific factual matrix but in the constitutional 
methodology the Court deployed. By grounding its analysis in the 
right to an effective remedy and interpreting consumer protection 
directives in light of fundamental rights, the Court signalled that 
consumer protection in the financial context cannot be treated as 
a merely technical regulatory objective susceptible to derogation on 
grounds of contractual freedom or market efficiency. This constitu-
tional dimension of EU consumer protection law has direct implica-
tions for FinTech regulation: it suggests that legislative or regulatory 
choices that expose consumers of digital financial services to unfair 
terms, inadequate redress mechanisms, or opaque decision-making 
processes are liable to be assessed not only against proportionali-
ty but against fundamental rights standards (Craig, de Búrca 2022).
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FS and WU v First Bank SA (C-593/22): Transparency, Fairness, and Digital 
Financial Contracts

The more recent CJEU judgment in FS and WU v First Bank SA (Case 
C-593/22, judgment of 6 July 2023) addresses the application of 
the Unfair Contract Terms Directive to digital banking contracts  
in the contemporary FinTech environment. The case, originating 
from Romania, involved a challenge to variable interest rate claus-
es in consumer credit agreements. The Court’s ruling reinforced 
the requirement that financial institutions ensure that the essential 
terms of digital financial contracts, including pricing mechanisms, 
interest rate variation procedures, and early repayment conditions, 
are drafted in plain and intelligible language that allows the aver-
age consumer to assess the economic consequences of contractual 
terms before entering into an agreement.

This transparency obligation, while applicable to traditional 
banking contracts, acquires heightened significance in the Fin-
Tech context. Digital financial products, including algorithmic 
credit scoring systems, dynamic pricing models, and automated 
investment advice platforms, present challenges of transparen-
cy that go beyond the drafting of contractual terms in accessible 
language. Where pricing or eligibility decisions are generated by 
algorithmic systems operating on large datasets, the transparency 
requirement demands not merely that the contractual terms be 
intelligible but that the consumer be able to understand the basis 
on which those terms were generated. It may be argued that the 
existing EU consumer protection framework, particularly the Con-
sumer Rights Directive (2011/83/EU) and the Unfair Commercial 
Practices Directive (2005/29/EC), does not yet fully address this 
algorithmic transparency dimension, and that legislative updat-
ing is necessary to ensure that consumer protection standards are 
adequate for the FinTech era.

The CJEU’s jurisprudence in both Kušionová v SMART Capital a.s. 
and FS and WU v First Bank SA thus performs two complementary 
functions in the governance of EU digital finance. First, it provides 
interpretive guidance on the application of existing consum-
er protection instruments to new factual contexts generated by 
digital financial innovation. Second, it signals to the EU legislator 
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and to national regulators that the consumer protection baseline 
established by EU law is constitutionally anchored and cannot be 
attenuated by the competitive pressures of digital financial mar-
kets. This judicial posture aligns with and reinforces the structural 
consumer protection goals of the legislative instruments analysed 
above.

Synthesis: Three Normative Fault Lines and the Path Toward Proportionate 
Digital Finance Governance

The foregoing analysis identifies three normative fault lines that cut 
across the EU’s digital finance regulatory landscape and that, taken 
together, define the structural challenge facing European FinTech 
governance at the current juncture.

The first fault line concerns the PSD2 and GDPR interface and the 
tensions it generates at the intersection of open banking mandates 
and data protection obligations. The coexistence of two technically 
incompatible consent regimes, one grounded in the payment ser-
vices logic of PSD2 and the other in the fundamental rights logic of 
GDPR, creates compliance complexity that falls disproportionately 
on smaller FinTech entrants who lack the legal and technical infra-
structure of established financial institutions. The proposed FIDA 
regulation signals legislative awareness of this problem but does 
not yet offer a fully coherent solution.

The second fault line concerns the gatekeeping architecture of 
the DMA and its implications for the competitive position of Fin-
Tech firms within digital payment ecosystems dominated by large 
technology platforms. The DMA’s structural intervention logic, com-
pelling interoperability, prohibiting self-preferencing, and mandat-
ing data access, creates structural opportunities for FinTech firms 
to compete on merit rather than on access to platform infrastruc-
ture. However, the DMA’s definitional frameworks and enforcement 
architecture require further calibration to ensure that its benefits 
accrue to FinTech innovators rather than being captured by incum-
bent financial institutions with the resource capacity to exploit the 
new compliance landscape (Citterio, King, Locatelli 2024).
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The third fault line concerns DORA’s cybersecurity and resilience 
obligations and the asymmetric compliance burden they generate 
for smaller FinTech firms. While DORA’s systemic risk rationale is un-
impeachable, its proportionality architecture is, on doctrinal exam-
ination, insufficiently differentiated to adequately protect smaller 
market participants from compliance burdens that outstrip their 
risk contribution. The practical effectiveness of DORA’s Article 4 pro-
portionality qualification will depend critically on the content of the 
implementing technical standards and on supervisory practice.

Across all three fault lines, the CJEU’s jurisprudential contribu-
tion functions as a constitutional backstop: it ensures that whatever 
regulatory architecture the EU legislator constructs, it must respect 
the fundamental rights of digital financial consumers and provide 
effective judicial protection against unfair practices. This constitu-
tional dimension does not resolve the normative tensions identified 
above, but it ensures that they are resolved within a framework that 
prioritises consumer protection as a foundational value rather than 
a tradeable regulatory objective.

The EU is, in the terms of its own institutional self-description, 
at a critical juncture in digital finance governance. The regulatory 
instruments it has adopted represent one of the most comprehen-
sive and ambitious FinTech governance frameworks in the world. 
Whether those instruments achieve their stated goals of combining 
consumer protection, financial stability, and digital innovation with-
out generating disproportionate compliance burdens will depend 
on the quality of implementing technical standards, the coherence 
of supervisory enforcement across member states, and the willing-
ness of the EU legislator to engage in continuous, evidence-based 
regulatory adaptation as the digital financial landscape evolves.

Conclusion

This article has undertaken a  doctrinal legal analysis of the EU’s 
regulatory framework governing e-banking in the FinTech sector, 
focusing on PSD2, the DMA, the DSA, and DORA as the prima-
ry legislative instruments, and on the CJEU’s jurisprudence as the 
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constitutional foundation of EU digital finance governance. The 
analysis has identified three structural fault lines, namely the PSD2 
and GDPR interface, the DMA’s gatekeeper architecture, and DORA’s 
asymmetric compliance burden, that define the central challenges 
facing EU FinTech regulation in the current period.

The article’s central argument is that these fault lines are not in-
cidental imperfections in an otherwise coherent regulatory system 
but rather symptomatic of a  deeper normative tension between 
the EU’s commitment to comprehensive, rights-based consumer 
protection and its equally genuine commitment to fostering a com-
petitive, innovative digital single market. Resolving this tension re-
quires not merely technical amendments to individual legislative 
instruments but a more systematic commitment to proportionality, 
regulatory coherence, and cross-instrument harmonisation.

The proposed PSD3 and PSR package, the FIDA regulation, and 
the ongoing implementation of DORA’s technical standards all pres-
ent opportunities to address the normative deficits identified in this 
analysis. Whether those opportunities are seized will determine 
whether the EU’s digital finance governance framework becomes 
a model for other jurisdictions or a cautionary example of regulatory 
overreach producing outcomes inconsistent with its own declared 
objectives. This question is of fundamental importance not only for 
the competitive position of European FinTech in global digital mar-
kets, but for the millions of European consumers whose financial 
lives are increasingly conducted through the digital platforms that 
this framework seeks to govern.
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Abstract 
Regulatory Overreach or Necessary Protection? The Impact of EU Consumer 
Protection and Digital Markets Laws on E-Banking in FinTech

The rapid growth of financial technology (FinTech) in the European Un-
ion has catalysed a complex regulatory response designed to protect 
consumers while sustaining digital market competition. This article 
undertakes a doctrinal legal analysis of the principal EU legislative in-
struments governing e-banking in the FinTech sector, focusing on the  
Payment Services Directive 2 (PSD2), the Digital Markets Act (DMA),  
the Digital Services Act (DSA), and the Digital Operational Resilience 
Act (DORA). The central argument is that the current EU regulatory 
framework, while broadly advancing consumer protection goals, gen-
erates structural tensions with FinTech innovation through overlapping 
compliance obligations, fragmented national implementation, and 
proportionality deficits that disproportionately burden smaller market 
participants. Through textual analysis of primary legislation, interpreta-
tion of CJEU jurisprudence in Kušionová v SMART Capital a.s. (C-34/13) 
and FS and WU v First Bank SA (C-593/22), and evaluation of authori-
tative institutional reports, the article identifies three normative fault 
lines: the PSD2 and GDPR interface and its data-sharing tensions; the 
gatekeeping architecture of the DMA and its competitive implications 
for FinTech ecosystems; and DORA’s cybersecurity mandates and their 
asymmetric compliance burden. The article concludes that the EU is at 
a  normative inflection point and argues for proportionate, coherent, 
and forward-looking legal mechanisms capable of accommodating 
emerging digital finance paradigms.
Key words: e-banking, FinTech, Payment Services Directive 2, Digital 
Markets Act, Digital Operational Resilience Act
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